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Abstract: We propose “Secure and Safe e-MAil eXchange framework (SSMAX)” which is effective as mea-
sures against malicious e-mails, such as targeted attack e-mails, phishing e-mails, slander e-mails and intim-
idation e-mails, and also is effective for falsification detection and leakage prevention of e-mail contents. As
an anti-malicious e-mail countermeasure, we show the importance of the sender’s identification / tracking
function and show its implementation method. Also, to protect personal privacy and organizational confi-
dential information, we show an implementation method of encrypted e-mail system that can be introduced
by organization. We show the superiority of SSMAX, comparing with the current defense methods which
are being promoted within Japan, and comparing with the secure e-mail standard S/MIME. Finally, we
describe the issues and overcoming policies for implementing “Secure and Safe e-MAil eXchange framework
(SSMAX)” as a safe and secure fundamental / common communication infrastructure supporting Japan’s
advanced information society.
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mail sending organization.
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Fig. 7 Detection/prevention method of malicious information

flow in mail receiving organization.
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Fig. 8 System configuration of SSMAX.
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