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A study on Identification and Authentication Framework
in Internet Era
From NAF to GAF

Toshiaki Saisho'! SHIGEO TSUIJII?

Abstract. As the service for citizens, regardless of the public and private sector, shifts to the service via the Internet, it is
becoming more and more important to authenticate the user via the Internet. In Japan, the user authentication of private sector
service is currently carried out for each individual service provider, but such user authentication for each individual service
provider has many problems. It becomes a factor that hinders the development of Japanese society that depends on the Internet.
Therefore, we propose the necessity and composition of the Japanese authentication framework NAFJP (National Authentication
Framework in Japan), which provides a high-level user authentication function by professional organizations to service providers
via the Internet.

The user authentication method is assumed to vary from country to country, because the method of user's identity proofing is
based on the legal systems of each country and because the method of authenticating the identity of the user via the Internet
varies depending on the IT environment. Therefore, we first investigate the current status of user authentication via the Internet
overseas (India, United States, United Kingdom), grasp the current status and trends of NAF construction according to the
circumstances of each country, and compare it with the proposed NAFJP.

We propose GAF (Global Authentication Framework), which is a user authentication framework which global services on the
Internet can use. GAF is a user authentication framework that does not need to collect and provide personal information and
privacy information across national borders by using the results of user authentication result by NAFs in each country.
Furthermore, in this paper, we propose issues such as the structure and implementation of GAF (Global Authentication
Framework) based on NAF of each country.

Keywords: identification, authentication, internet, national authentication framework, NAF, NAFJP, global authentication
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