Copyright© 2021 The Institute of Electronics,
Information and Communication Engineers

—

SCIS 2021 2021 Symposium on
Cryptography and Information Security
On-line, Jan. 19 — 22, 2021
The Institute of Electronics,
Information and Communication Engineers

S EEDHA-EEICETHMAEDERIEEIUHE  BIMEDEER

Consideration on User Anonymity and Identifiability/Traceability
in CryptoAssets Sealing/Redemption

F AT w e B W =
Toshiaki Saisho Shigeo Tsujii Sakurai Kouichi

HoLEL WMEEELABRICEERTIHEHRONFICLY, BB L EERELET O 2
FEIZHE L, EPEBHRRLER T D FE 72 K5 5 & JE Bitcoin, Monero, Zcash # %42, HMRIZESK -
NBA S D EEME R - ERIEHRICET DR HE OEA MR K OFE « BEMEOBUIRZ B LT,

FIRFEOEAMEICE LT, Ba ksl 28I L T\ % Zeash N AMRICEST 2 H#@O P IR HE
FRAITE AR S5 2 R EH - HEEZEI L TRV, EAMEREW.

FIFHZE OFFE - IBEMEIZESI L TiX, Monero Tl tracking key/#( A —<°, Zcash TiX Incoming
Viewing Key Z#F|HE N RMET 2 2 212XV, Bk EORS& /A HE TG & R HZE Oxts % R
EFRETH DN, RIZEAROZHERED LN FEEIN TV LRI T, FIAEORKE - BEMWEICET 2 A
Wy =— X ORfe b & 1T, XIS 28 - VAT DEOHTE - BREDPEEND.

F—U— ¥ WEESEPE, EpERER, EHE), &, Bitcoin, Monero, Zcash, E4ME, HiE - BHMWE

Abstract Depending on the content of information to register CryptoAssets on the ledger, we
classified CryptoAssets Management System(CAMS) into two types, Transaction based CAMS and
Balance based CAMS. Then, we investigated the current status of user anonymity and
identifiability/traceability on sealing/redemption information of Bitcoin, Monero, Zcash, which are
major Transaction based CAMS. Regarding the anonymity of users, Zcash, which uses
zero-knowledge proof, achieves sealing and redemption without exposing the user identification
information in the information registered on the ledger, and is highly anonymous. Regarding user
identifiability/traceability, by providing the tracking key/key image in Monero and the Incoming
Viewing Key in Zcash, the received third party can identify the correspondence between the
CryptoAssets/user identification information on the ledger and the user. However, only basic
functions are implemented currently, it is desired to understand identifiability/traceability needs
and to research and develop corresponding technologies and systems.
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