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Consideration on the mechanism of
identifying and tracking Bitcoin users (2)

Toshiaki Saisho'! ~ Shigeo Tsujii>  Kouichi Sakurai’

Abstract. Due to the strong anonymity of CryptoAssets, the use for settlement of fraudulent and illegal transactions, money
laundering, and terrorist financing are increasing rapidly, and regulation for the transfer of CryptoAssets is being strengthened, by
internationally common guidelines and each country's laws. Based on such demands of society, discussions and studies aimed at
making it possible to confirm and record information for identifying and tracking users involved in the transfer of CryptoAssets
are becoming active. We too are promoting research with the aim of devising a concrete mechanism that enables the identifying
and tracking users of CryptoAsset systems. In this report, we propose a mechanism that enables identifying and tracking of
BitcoinAsset providers / recipients and transaction creators for the Bitcoin system, which is a typical CryptoAsset system. In
addition, we analyze our method proposed from the perspective of the impact of our method on the existing Bitcoin network /
Bitcoin blockchain, the perspective of the content and trends of regulations on CryptoAssets, and the perspective of with the main
concepts proposed for regulatory compliance.
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